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The digital age has brought up new issues and vulnerabilities to personal and professional |Q A review of literature will be used to study the increase in cyber crime and to identify the | { o onow . ||/eASKDOOR
information. With computers networked into almost every object, information is accessible potential of ethical hacking and penetration testing. S A e | »/

anytime and anywhere. This access also allows outsiders to access without authorization. | Q) Review the principle and theory of ethical hacking and determine pros and cons.
From 2014 to 2018, the total financial loss from cybercrime throughout the world increased [Q Discuss how and why ethical hacking is an effective approach to deter cybercrime. Performing

from $8 million to $2.7 billion. The average cost of a data breach being $3.92 million in S
2019 for a business, and an average of 279 days is spent to detect a breach. There is a o IS YOUR COMPANY AT RISK? o
need for proactive methods to prevent cybercrime. This study evaluates the use of ethical
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2. To assess the use of ethical hacking for deterring cybercrime. 2 9
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1. Cybercrime continues to increase as new forms infiltration are invented. , | proper Authenticatic 23% 17% 24% 18%
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2. Adding a proactive ethical hacking approach to find and fix vulnerabilities in a network . E=l i o Rupanies e e B — 19% 2304 18% 23% DISCUSSIO"
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IC3 Complaint Statistics 2014-2018 n Y Data Breach Report == CHANGE THEIR FASSWO RS QL Injectic were becoming targeted. Since then it has shown that the more complex the system was,
The Internet Crime Complaint Center{C3) receives the more susceptible and vulnerable to cybercrime they became. In 2020, a cybersecurit
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% A Slbrket by thel St s ofivara must use to pay their taxes. By way of social engineering, Twitter had a major breach in
31450,700,000 2B , _ | e their systems and hackers were able to swindle numerous individuals of roughly $120,000
n ' = sroper Access Contro 6% in BitCoin. Cybercriminals posed as Amazon employees to steal money and personal
Con ce tual m Odel = = 2 = information from unsuspecting customers. These two examples were accomplished not by
PRI . e Reque orge 10% 1670 11% 12% ' FE _ : '
S 25 575 records p attacking the system, but rather by exploiting one of the only open-ended variables in the
TOTAL REPORT VOLUME BY WEAKNESS SGUEEn, e ML F2oie:
Castper Fhvosks S0 Fdentily med Some reactive and defensive methods of security protocols are virus scanners (Norton,
Avira, McAfee), software updates that include bug fixes, malware detection, and firewalls.
$150 279 days Government Federal - . - :
The Catch-22 behind this approach is the need for existence of a threat before you can
Mighest country average Mighest industry average Unpatched Cross-Site Request Forgery detect and disable it. Ethical .hacking and penetration te_sting are tV\{o of the proact_ive
e e Systems approaches to prevent security breaches before they arise. Essentially, these tactics are
United States Healthcare Improper Access Control

298,728 innocuously executed to find flaws and patch them before they can be exploited for

SarvarSide RequesiEongery nefarious purposes. Some companies openly invite, challenge and reward people to

Code Injection successfully hack their systems known as the “Bug Bounty” program. Sony offered $50,000
to anyone who could hack Playstation4. While defenders have to find all the bugs in a
system, attacker need only to find one flaw to infiltrate the system.
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 Cyber crime is predicted to increase exponentially.

1 A proactive approach to cyber security is needed and reactive security measures are not
enough. Ethical hacking fills that void.

1 Ethical Hacking is proven to prevent cyber crime and security breaches on computer
networks and systems.
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